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1
Decision/action requested

It is proposed to approve the solution for key issue#5 in TR 33.843.
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Rationale

 The eRemote UE’s NAS message and RRC message are transferred between the eRemote UE and the network. Based on the CP protocol in TR 37.746, it proposes in this paper to re-use the existing security pricinples for NAS and RRC message as defined in TS 33.401. 
4
Detailed proposal
***** First Change *****
6.x.
Solution #x: Solution for protection of CP between eRemote UE and Network
6.x.1
Introduction  
This solution addresses key issue #5.
6.x.2
Solution details  
In this solution, NAS message between the eRemote UE and the MME shall be protected using EPS security context as specified in subclauses 5.1.3 and 5.1.4 in TS 33.401 [5]. The security mechanisms for NAS signalling are consistent with subclause 7 in TS 33.401[5]. The RRC message is protected at PDCP-layer between the eRemote UE and eNB. PDCP-layer is protected as specified in subclauses 5.1.3 and 5.1.4 in TS 33.401 [5]. The security mechanisms for RRC signalling are consistent with subclause 8 in TS 33.401[5].
NOTE: The detailed solution about CP security of key issue Service Continuity is described in other clasuse.
6.x.3
Evaluation 

***** End of first Changes *****

